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2009/2010 System z announcements

� As always: being informed can avoid unpleasant surprises!
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2010 z9 announcements

� Announcement Letter Overview:

· Effective June 30, 2010, IBM will withdraw from marketing the IBM System z9 
Business Class (z9 BC) and System z9 Enterprise Class (z9 EC), all models, 
features, and upgrades. 

· IBM Europe, Middle East, and Africa Withdrawal Announcement ZG09-0421, 
dated November 17, 2009

Withdrawn from marketing...
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2010 System z announcements

All statements regarding IBM's plans, directions, and intent are subject to change or withdrawal 
without notice. Any reliance on these statements of general direction is at the relying party's sole 

risk and will not create liability or obligation for IBM. 

� z Next expected to be announced soon!

� Change from 64 nanometer to 45 nanometer processors

� Expected to run around (above?) 5 GHz

� 20-25% performance improvement over z10 
� as we speak, mr. Erik Bakker from IBM-NL is in Poughkeepsie to participate in the preparations for product launch..

� IBM Smart Analytics Optimizer ISAO for System z

� Announcement also expected in (late?) 2010

� The Optimizer lets you store a copy of highly trafficked query data in memory 
and uses compression, vector processing, and a proprietary IBM data format.

� Expects to accelerate query performance by a factor of “a double digit 
number” or more...
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2010 System z announcements

All statements regarding IBM's plans, directions, and intent are subject to change or withdrawal 
without notice. Any reliance on these statements of general direction is at the relying party's sole 

risk and will not create liability or obligation for IBM. 

� IBM Smart Analytics Optimizer ISAO

� OLAP-style queries that typically:

� Need to scan large subset of data (unlike OLTP queries)

� Involve aggregation function such as COUNT, SUM, AVG. 

� Look for trends, exceptions to assist in making actionable business decisions

� IBM assists in determining the feasability, with a free of charge SAO Assessment 
procedure

OLAP = Online Analytical Processing
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The Mainframe Charter:  
Continuing the Commitment

� 2010:
Continuing the 
commitment

zFutures Roadmap

• Smart 
Analytics 
Optimizer*

– z Next

� A vibrant 
community:

– Academic Initiative 
includes >600 
colleges and more 
than 50,000 students

– Linux on System z 
matures with >3,000 
applications

– Total applications 
now >6,000 from 
>1,600 ISVs

– Comprehensive 
middleware

– IBM Destination z™, 
hub of the community

� Innovation that 
matters:
System z10

– Breakthrough 
performance

– Massive Scale 
and capacity

– Investment 
Protection

– Just-in-time 
Capacity

– Unprecedented 
resiliency and 
security

� Value delivered:
MIPS growth of 
>20% CAGR fuelled 
by

– Generation to 
generation price / 
performance gains

– Unique value of 
specialty engines

– Ability to reduce 
energy costs by up 
to 80%

� 2003:
Mainframe 
charter 
announced

– Innovation

– Value

– Community

All statements regarding IBM's plans, directions, and intent are subject to change or withdrawal without notice. Any reliance 
on these statements of general direction is at the relying party's sole risk and will not create liability or obligation for IBM. 
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Internal Coupling 
Facility (ICF) 1997

Integrated Facility 
for Linux (IFL) 2000

System z Application 
Assist Processor (zAAP) 

2004

Mainframe Innovation:
Specialty Engines

Eligible for zIIP:
� DB2 remote access 
� DB2 for BI/DW
� ISVs
� IPSec encryption
� z/OS XML System Services
� z/OS Global Mirror (XRC)
� HiperSockets for large 

messages
� IBM GBS Scalable 

Architecture for Financial 
Reporting 

� z/OS CIM Server
� DB2 sort utility
� zAAP on zIIP

Eligible for zAAP:
� Java execution 

environment
� z/OS XML System 

Services

IBM System z Integrated 
Information Processor and 

(2006)
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zAAPs and zIIPs – Designed to help implement, 
integrate, optimize new technologies

Enabled technologies, in order of introduction:
� Java – for WebSphere® Application Server and Java technology-based applications

� Centralized data serving eligible for zIIP – Portions of BI, ERP, and CRM remote connectivity 
to DB2 V8, as well as portions of long running parallel queries. and select utilities.

� Network encryption on zIIP – IPSec network encryption/ decryption (with z/OS V1.8)

� XML parsing – z/OS XML System Services eligible on zAAP or zIIP (with z/OS V1.9, V1.8 and 
V1.7 with maint.) 

� Remote mirror – zIIP assisted z/OS Global Mirror function (with z/OS V1.9)

� HiperSockets – HiperSockets Multiple Write operation for outbound large messages (with z/OS
V1.9)

� Business Intelligence – IBM Scalable Architecture for Financial Reporting provides a high-
volume, high performance reporting – can be eligible for zIIP

� Intra-server communications – z/OS CIM Server processing eligible for zIIP (with z/OS V1.11). 

� DB2 sort utility – DB2 utilities sorting fixed-length records using IBM's memory object sorting 
technique

� zAAP on zIIP capability – Optimize the purchase of a new zIIP or maximize your investment in 
existing zIIPs
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How zAAPs and zIIPs are similar

� Both run asynchronously to general purpose processors

� Neither can run z/OS or be IPLed with z/OS (or any other operating 
system) 

� Both receive eligible work from z/OS 

� IBM does not impose any IBM software charges on either

� Both have the similar price ...

� Both have the same technology dividend

� PROJECTCPU tool can measure the eligible workload for both 

� RMF™ monitors both zAAP and zIIP activity

� WLM manages both zAAP and zIIP workloads
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zAAP zIIP

Introduced in 2004 Introduced in 2006

System z Application Assist Processor (originally 
the zSeries Application Assist Processor)
Available on System z9 and System z10 servers, 
and IBM eServer™ zSeries® 990 and 890 (z990, 
z890) 

System z Integrated Information Processor
Available on System z9 and System z10 servers

Intended to help implement new application 
technologies on System z, such as Java and XML.

Intended to help integrate data and transaction 
processing across the enterprise and on to System z9 
and System z10.

Exploiters include:
� ANYTHING that uses Java via the IBM SDK (IBM Java 

Virtual Machine (JVM)) such as:
– WebSphere Application Server
– IMS™

– DB2
– CICS®

– Java batch
– CIM Client applications

� ANYTHING that uses z/OS XML System Services
– DB2 9 (New Function Mode)
– Enterprise COBOL V4.1
– Enterprise PL/I V3.8
– IBM XML Toolkit for z/OS, V1.9 and later
– CICS TS V4.1

Exploiters include:
� DB2 V8 for z/OS, DB2 9 for z/OS

– Data serving
– Data Warehousing
– Select utilities

� z/OS Communications Server
– Network encryption

� z/OS XML System Services 
– DB2 9 New Function Mode

� z/OS Global Mirror (XRC), System Data Mover (SDM)
� IBM GBS Scalable Architecture for Financial Reporting 
� HiperSockets for large messages
� z/OS CIM server

How zAAP and zIIP are different

See the NEW zAAP
on zIIP capability
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ISV interaction with zIIP

� There are two ways for ISVs to interface with the zIIP

1. Performance Monitoring, Capacity Planning, and Accounting Interfaces 
(Monitoring)

2. Redirect Interface (Exploitation)

� Monitoring interface – a guidance document on the monitoring 
interfaces is available for ISVs 

– In addition, the monitoring interfaces are formally documented in appropriate 
IBM reference manuals and other sources.

� Exploitation interface is available to ISVs as a license for the
technology

– Additional contract and T&Cs apply

� ISV may implement one or both interfaces. Testing for both 
interfaces is available in IBM Dallas test facility
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ISV interaction with zIIP

- SYNCSORT

- CA-Vtape (option to use software compression to compress the cache)

- CA Brightstore Tape Encryption (both compression and encryption).

- CA Datacom

- CA Netmaster for IP Packted Analysis (also uses zAAPs)

- CA Insight for DB2 (when the SQL is already running on a zIIP.)

- CA IDMS R17 offloads some system mode time to zIIPs.

- PKZIP

- Neon Enterprise Software - IMS Utilities

- Progress Software - Data Direct

- Phoenix Software - Most products, including (E)JES
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� The z/OS PROJECTCPU option in IEAOPTxx can help determine if a zIIP or a zAAP is 
right for you – zAAP or zIIP need not be installed to get these measurements

� Setting the IEAOPTxx parmlib member option PROJECTCPU=YES directs z/OS to record 
the amount of work eligible for zAAP or zIIP processors. 

– SMF Record Type 72 subtype 3 is input to the RMF post processor.

– The Workload Activity Report lists workloads by WLM service class.

– In this report the field APPL% AAPCP indicates which percentage of an 
processor is zAAP eligible, while the field APPL% IIPCP indicates which 
percentage of an processor is zIIP eligible. 

� Because the price of zIIP and zAAP specialty processors is less than that of general 
purpose processors, values as little as 10% for APPL% AAPCP or AAPL% IIPCP can 
make a new zAAP or zIIP processor worth your while.

Using PROJECTCPU
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� Once a zAAP or zIIP is installed (with appropriate maintenance), monitoring 
zAAP and zIIP activity is as follows:

– For zIIP, Set up WLM policy with Service Class(es) for SUBSYSTEM TYPE=DDF

– RMF Monitor 1 Type 70 Record will monitor overall zIIP and zAAP activity:

• Logical processor busy as seen by z/OS is reported 

• Physical processor busy as seen by LPAR is reported

– RMF Monitor 1 Type 72 Record will show more detail:

• The amount of time spent executing on zIIP and zAAP processors is reported 

• Usage and Delay sample counts for zIIP and zAAP eligible work is reported 

– For DB2 and zIIP – In addition, DB2 accounting trace records can provide 
information on the zIIP.  IBM Tivoli® OMEGAMON® XE for DB2 Performance 
Expert on z/OS, DB2 Performance Expert or IBM Tivoli OMEGAMON XE for DB2 
Performance Monitor on z/OS can be used to monitor the zIIP information.

Measuring zAAP and zIIP activity, once installed
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RMF: zAAP and zIIP support

� RMF supports zAAP and zIIP processors by extending the
– Postprocessor CPU activity report
– Postprocessor Workload report
– Monitor III Enclave report

� In detail... 
– RMF distinguishes between standard CP, zAAP, and zIIP where necessary
– Collects and reports about zAAP and zIIP service times
– Collects and reports about zAAP and zIIP usage and delay states for service and 

report class periods

� Following SMF record types are extended
– SMF record 70 subtype 1 (CPU activity)
– SMF record 72 subtype 3 (Workload activity)
– SMF record 79 subtype 1 and 2 (Address Space State and Resource data)
– SMF record 30 (provides more detail on address spaces)

� Review and modify any user-written programs, if affected
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Support for IBM System z specialty processors

� z/VM V5.3 introduced support for zAAP and zIIP specialty processors
� New z/VM guest support for zAAPs and zIIPs includes:

– Simulation support 
• Dispatches the virtual processors on real CPs to help eliminate the cost associated with 

purchasing and installing new real specialty-processor hardware
• Provides a test platform for z/VM guests to exploit mixed-processor configurations

– Virtualization support
• Dispatches the virtual processors on corresponding specialty processors of the same type 

in the real configuration
• Can help improve your total cost of ownership by allowing spare zAAP and zIIP capacity to 

be used for guest Java and DB2 workloads. zAAPs and zIIPs cost less than standard CPs

� Potential benefit:
– Can allow users to assess the operational and CPU utilization implications of 

configuring a z/OS system with zIIP or zAAP processors without requiring the real 
specialty processor hardware 

– Avoiding the  purchase of additional CPs, thereby helping to reduce your costs 
both for additional hardware and for software licensing fees
• Consistent with z/OS, there are no z/VM license fees associated with real zAAP or zIIP

processors
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� A new capability that can enable System z 
Application Assist Processor (zAAP) eligible 
workloads to run on System z Integrated 
Information Processors (zIIPs)

– Ideal for customers with no zAAPs and zIIPs

• The combined eligible workloads may make the 
acquisition of a single zIIP cost effective.

– Ideal for customers with only zIIP processors

• Makes Java and z/OS XML System Services-based 
workloads eligible to run on existing zIIPs –
maximizes zIIP investment.

– Available September 25, 2009 with z/OS V1.11 and 
z/OS V1.9 and V1.10 (with PTF)

• This new capability is not available for z/OS LPARS if 
zAAPs are installed on the server.

What is the zAAP on zIIP capability?
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� Can enable customers to run zIIP- and zAAP-
eligible workloads on the zIIP

– Optimize the purchase of a new zIIP

– Maximize your investment in existing zIIPs.

– Can help simplify systems management by reducing the 
need to plan for and manage multiple types of specialty 
engines 

� Customers who have already invested in zAAP, or 
have invested in both zAAP and zIIP processors, 
should continue to use these as this maximizes 
the new workload potential for the platform

– This new capability is not available for z/OS LPARS if 
zAAPs are installed on the server

Maximize Specialty Engine investment
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Plan your zAAP on zIIP workloads accordingly

� This new capability does not change IBM terms and conditions 
surrounding IBM System z specialty engines.

– For example, you must purchase and maintain one or more general purpose 
processors for every zIIP processor on the server. 

� Use the the zPCR (Processor Capacity Reference for IBM System z) tool
– zPCR is a Windows-based productivity tool, designed to provide capacity planning 

insight for IBM System z processors running various workload environments under 
z/OS, z/VM, and Linux for System z. Capacity results are based on IBM’s LSPR 
(Large Systems Performance Reference) data.

� Use PROJECTCPU
– Once the zAAP on zIIP capability is 

engaged, PROJECTCPU will just 
measure zIIP-eligible work.  

– It will not distinguish between 
what was once zAAP-eligible 
workload and zIIP-eligible workload. 
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How to enable the zAAP on zIIP capability

� The capability ships default enabled with z/OS V1.11. 
– Parameter in IEASYSxx : ZAAPZIIP = YES (default in z/OS V1.11)

– If you wish to disable the function for any reason, you must IPL with 
ZAAPZIIP=NO in the IEASYSxx Parmlib member

� Also available with z/OS V1.9 and V1.10 
– With PTF for APAR OA27495 

– Enabled with ZAAPZIIP=YES in the IEASYSxx Parmlib (the default is NO)

� This new capability does not remove the requirement to purchase 
and maintain one or more general purpose processors for every 
zIIP processor on the server 

– This part of the IBM terms and conditions surrounding the IBM System z 
specialty engines is unchanged.
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Example 1: zAAP on zIIP**

CPs only,
NO zAAPs
and zIIPs

CPs zIIP

** For illustrative purposes only, your results will vary.  
This new capability is not available for z/OS LPARS if zAAPs
are installed on the server

CPs

All workloads
on general
purpose 

processors

Small amount
of zIIP

and zAAP
eligible work

White space

General
purpose 
workload

White space

� Can enable you to run zIIP- and zAAP-eligible 
workloads on the zIIP. 

– Optimize the purchase of a new zIIP

The potential to run any of these workloads on 
your new zIIP

� ANYTHING that uses Java via the IBM SDK (IBM 
Java Virtual Machine (JVM)) such as:

– WebSphere Application Server
– IMS
– DB2
– CICS
– Java batch
– CIM Client applications

� ANYTHING that uses z/OS XML System Services
– DB2 9 (New Function Mode)
– Enterprise COBOL V4.1
– Enterprise PL/I V3.8
– IBM XML Toolkit for z/OS, V1.9 and later
– CICS TS V4.1

� DB2 V8 for z/OS, DB2 9 for z/OS
– Data serving
– Data Warehousing
– Select utilities

� z/OS Communications Server
– Network encryption
– HiperSockets for large messages

� z/OS CIM server
� ISV workloads

ZAAPZIIP=YES
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Example 2: zAAP on zIIP**

CPs and 
zIIPs

CPszIIPs

** For illustrative purposes only, your results will vary. 
This new capability is not available for z/OS LPARS if zAAPs are installed on the server

CPs

General
purpose 
workload

Small amount
zAAP

eligible work

White space

General
purpose 
worload

White space

� Can enable you to run zIIP- and zAAP-eligible 
workloads on the zIIP. 

– Maximize your investment in existing zIIPs.

Potentially add the following 
workloads to your existing zIIPs

� ANYTHING that uses Java via the IBM 
SDK (IBM Java Virtual Machine (JVM)) 
such as:

– WebSphere Application Server
– IMS
– DB2
– CICS
– Java batch
– CIM Client applications

� ANYTHING that uses z/OS XML 
System Services

– DB2 9 (New Function Mode)
– Enterprise COBOL V4.1
– Enterprise PL/I V3.8
– IBM XML Toolkit for z/OS
– CICS TS V4.1

zIIP

ZAAPZIIP=YES
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� Customers with zAAPs should continue to invest in zAAPs
– Maximizes the new workload potential for the platform 

� This new capability is not available for z/OS LPARS if zAAPs
are installed on the server 

– If there are any zAAPs installed on the server, then the 
ZAAPZIIP=YES cannot be honored for any partition on that server

� At this point IBM does not recommend converting zAAPs to 
zIIPs in order to take advantage of the zAAP on zIIP capability

– zAAPs have a 5 year history, some application or middleware may 
have zAAP-specific code dependencies

• For example: code may count the number to zAAP engines for 
multithreading performance optimization

– Customer planning and testing is recommended before eliminating all 
zAAPs as there may be some application code dependencies which 
may effect performance 

zAAP is still available
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� Investigate RMF reporting
� Or have IBM assist you in a free zIIP/zAAP feasability study

Feasability study
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� z/OS Communications Server allows IPSec processing to 
take advantage of zIIPs 

– This zIIP Assisted IPSec function moves most of the z/OS IPSec 
processing from the general purpose processors to the zIIPs. 

• In addition to performing the encryption processing, the zIIP can also 
handle cryptographic validation of message integrity, and IPSec 
header processing. 

• Specifically, the z/OS Communication Server (z/OS CS) is designed 
to interact with z/OS Workload Manager to have all of its IPSec 
enclave Service Request Block (SRB) work made eligible to run on
the  zIIP.

– In addition, zIIP Assisted IPSec may provide a performance improvement 
for IPSec processing

• Especially when processing on general purpose processors have 
been CP-constrained

zIIP Assisted IPSec
Available August, 2007
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� The zIIP is designed to help:
– Integrate data and data transaction processing across the enterprise

• IPSec helps to secure enterprise-wide data and transactions

– Improve resource optimization and lower the cost of ownership for 
eligible data serving and transaction processing workloads 

• IBM has no intention of imposing IBM software charges on zIIP capacity 
used for the workloads designated by IBM 

• This positions IBM System z9 and System z10 as cost-effective server 
alternatives in environments requiring end-to-end security for IP network 
traffic

Why IPSec to the zIIP?
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� IPSec (IP security) is a suite of protocols for securing Internet 
Protocol (IP) communications by authenticating and/or encrypting
each IP packet in a data stream. 

– IPSec helps enable secure tunnels between two IP entities –Virtual Private Network. 
– Helps provide end-to-end network encryption 
– Encrypts both TCP/IP and UDP
– Use for individual apps or all traffic
– Operates at the transport layer wich makes it transparent for applications
– The use of TLS/SSL, on the other hand, must typically be incorporated into the 

design of applications. 

Applications (IP packets) with sensitive data are encrypted 

All traffic over the IP connection is encrypted

Applications with sensitive data are encrypted 

What is IPSec?
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� The z/OS Communications Server z/OS 
CS) encrypts application data a number of 
ways:
#1 Application layer encryption (per session)

• Application is coded with encryption
#2 Application is encrypted in network layer 

(also per session)
• “common service” AT-TLS (z/OS 1.7) 
• Transparent to the application

#3 “ Platform to platform” encryption (Virtual 
Private Networks using IPSec) 

• All traffic may be encrypted – transparent to all 
applications

� When do you use one form of encryption 
versus another?
– Depends on client, application, topology, 

performance requirements......

– IPSec can be used for some or all traffic – can 
create a VPN

Client

WAS 

SSL

NetView®, OMEGAMON, 
DB2, CIM MON, FTP, 
TN3270, JES/NJE, CICS
Sockets 

Common 

Service

SSL

E
nc

ry
pt

io
n

TCP/IP

AT-TLS

IPSec

Systems

E
nc

ry
pt

io
n

IPSec

CICS

SSL

Comm Server

E
nc

ry
pt

io
n

z/OS 

SSL

VPN

#1

#3#2

Any application 
or subsystem

z/OS network encryption overview   
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Server,
(z/OS, UNIX, Linux, etc.)

ATM, POS,
Printer, Laptop,
Network device

� End-to-end network encryption is becoming more pervasive due to regulatory and enterprise 
security policies 

� End-to-end network encryption is also becoming a requirement for companies that outsource 
some part of their network and want to have greater control of access to confidential data

z/OS Network
Device

Network
Device

z/OS Network

Device
Network

Device

Unencrypted

End-to-end encryption

IPSec

IPSec

Unencrypted

IPSec

Encryption in network devices

Any platform supporting the IPSec 
standard protocol either natively or 
with additional software 

Server,
(z/OS, UNIX®, Linux, etc.)

ATM, POS,
Printer, Laptop,
Network device

IPSec helps provide end-to-end network encryption
A compelling option for protecting sensitive data on the mainframe
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� Protect data everywhere
– Over Internet, internal network, and within the data center 

� Protect sensitive data
– Customer financial data, banking transactions, retail 

transactions, insurance data 

� Flexible configuration protects all connections or only 
specific connections 
– Server to z/OS server, client to z/OS server, branch office 

gateway to z/OS server, and more

� Secure enterprise extender (EE) traffic 
– SNA data, file transfers, CICS and DB2

� Readily deployable when IT security policy demands 

encryption due to compliance regulations

– No anticipated application changes required

What can IPSec help you to protect?
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� Encrypt data on the mainframe before sending to printers

� Remote system printers

� Third party printing partners 

� InfoPrint Solutions Company InfoPrint® Servers can use z/OS IPsec 
without additional software or special printer cards

� IPSec is implemented in most newer printers from a variety of vendors

IPSeczIIP

InfoPrint 
print server

Example: IPSec can help protect sensitive 
print data
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Svenska Handelsbanken has worked with IBM for many 
years. The IBM mainframe is a key element of our 
infrastructure, hosting our critical applications and data. 
Our mainframe connections were historically secured 
end-to-end with proprietary SNA connections. As we 
moved to an all Internet environment, we have 
implemented end-to-end encryption with IPSec on z/OS 
for our most secure connections. 

The announcement of zIIP Assisted IPSec will improve 
the economics of this solution as much of the IPSec 
work can be directed lo the lower cost zIIP engines.  This 
will enable our company to expand our use of IPSec-
communications directly from our mainframe to our 
internal servers and to other financial institutions. The 
ability to use the zIIP engines for much of the IPSec 
encryption and decryption is a most welcomed 
enhancement to the overall security solution provided on 
IBM System z. 

“zIIP Assisted IPSec provides us with the security our 
clients demand at an attractive cost to the business”

BUSINESS REQUIREMENT:

“Protecting our critical business data and applications is 

paramount to our business and our clients, so securing our 

communications from our core mainframe applications to 

our international offices is a critical element of our overall 

security policies. 

We have successfully tested the integrated IPSec support 

in z/OS which enables end-to-end encryption from the 

mainframe all the way to the end device and plan to put 

into production soon. With the announcement of the zIIP 

Assisted IPSec, this solution delivers greater value to our 

business because of the improved price / performance 

provided by the zIIP specialty engine.”

Ingemar Gustafson, 
Manager of zSeries Networking  

Svenska Handelsbanken

Svenska Handelsbanken looks to zIIP up security
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� This zIIP Assisted IPSec function designed to move most of the IPSec processing from 
the general purpose processors to the zIIPs. 

� z/OS CS TCP/IP recognizes IPSec packets and routes a portion of their processing to 
an independent enclave SRB – this workload is eligible for zIIP

1) Inbound operation (not initiated by z/OS), example: server to z/OS

• All inbound IPSec processing is dispatched to enclave 
SRB and eligible for zIIP

• In addition, all subsequent outbound IPSec responses 
from z/OS are dispatched to enclave SRB

– All encryption/decryption processing, cryptographic 
validation of message integrity, and IPSec header
processing sent to zIIP

2) Outbound operation (initiated by z/OS), example: z/OS to 
printer

• Operation starts out in TCBs and therefore not eligible 
for zIIP

• BUT ... any inbound response/acknowledgement 
sends workload to SRB

• All subsequent outbound IPSec responses from 
z/OS are executed in SRB

Server z/OSIPSec zIIP����

Server z/OS zIIP ����

z/OS PrintIPSeczIIP

���� z/OS

zIIP����

Print

Printz/OS

zIIP

����

What IPSec workload is eligible for zIIP?
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Decrypt

Encrypt

TCP/IP

No Decryption Triple-DES and 
SHA authentication

CPs

FTP with 
no IPSec

FTP with IPSec 
and no zIIP FTP with IPSec 

and zIIP*

Triple-DES and SHA 
authentication

** Under IBM lab test conditions example shows capacity required for TCP/IP for FTP portion only. For illustrative purposes only, your results 
will vary.  
Applying IPSec encryption/ decryption may lower overall I/O throughput for bulk transfers regardless if executed on CP or zIIP
See “Capacity Planning for zIIP-Assisted IPSec” white paper for more detail

Encryption 
with zIIP can 
make IPSec 
on z/OS more  
cost effective

TCP/IP TCP/IP

Example:

Inbound 
FTP

CPs CPs zIIPs

System z9 
or System 

z10 workload

TCP/IP

Decrypt

Encrypt

(enclave
SRBs only)

Example 1 – Estimated impact of zIIP assisted 
IPSec on inbound bulk data transfer workload**
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TCP/IP

No Decryption Triple-DES and 
SHA authentication

CPs

FTP with 
no IPSec

FTP with IPSec 
and no zIIP

FTP with IPSec 
and zIIP*

Triple-DES and SHA 
authentication

TCP/IP TCP/IP

Example:

Outbound 
FTP

CPs CPs zIIPs

System z9
or System 

z10 workload

TCP/IP

** Under IBM lab test conditions example shows capacity required for TCP/IP for FTP portion only. For illustrative purposes only, your results 
will vary.  
Applying IPSec encryption/ decryption may lower overall I/O throughput for bulk transfers regardless if executed on CP or zIIP
See “Capacity Planning for zIIP-Assisted IPSec” white paper for more detail

Encrypt

Decrypt
Encrypt

Decrypt

(enclave

SRBs only)

Encrypt
Decrypt

Starts in 
TCB 

Example 2 – Estimated impact of zIIP assisted 
IPSec on outbound bulk data transfer workload**
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� The z/OS Communication Server (z/OS CS) interacts with z/OS Workload 
Manager to have its IPSec enclave SRB work directed to zIIP  

– TCP/IP configuration statements:

• IPCONFIG IPSECURITY (enabling IPSec support for IPv4) or
IPCONFIG6 IPSECURITY (enabling IPSec support for IPv6), 
and

• GLOBALCONFIG ZIIP IPSECURITY (enables eligible work to be directed to 
zIIP)

� Please note
– WLM will have default = IIPHONORPRIOIRITY = YES

• If the amount of workload for zIIP exceeds the capacity of the zIIP, then zIIP 
workload will flow to the general purpose processors and zIIP workload will 
have the same priority as is associated with that independent enclave SRB.

– If you have other zIIP workloads (DB2 DRDA®)
• IPSec tends to have longer running units of work
• Set IPSec workloads to lower importance and lower execution velocity than 

that of DRDA (adjust the WLM default service class from SYSOTHER)

How is z/OS CS enabled for zIIP?
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� Three methods for projecting zIIP-Assisted IPSec sizing are:
1) IPSec Traffic Model Method: This method projects zIIP effectiveness based on several 

modeling variables.  IBM will work with you to gather the inputs to be fed into the 
model.

� Data Collection requires SMF records 70-72 

� A tool (called CP3KIPSec) will be supplied, which will observe traffic patterns and 
system behavior, and will collect data to be fed into the model.

� If you are already running IPSec, IBM can drive the model directly using the information 
collected by the tool.  

� If you are not yet running IPSec, IBM will need some additional information from you 
(see “ IPSec Modeling Questionnaire” in the CP3KIPSec users guide) before IBM can 
fully construct the model.

2) PROJECTCPU Method: very accurate and very simple, but you have to be on 
z/OS 1.8 with the enabling PTFs AND you need to be running your representative 
IPSec workload already on z/OS.

3) Projection method based upon current TCP/IP SRB-mode CPU Consumption: This 
method can be used if you are running on a z/OS older than 1.8 AND you are 
already running your representative IPSec workload.  

How do I estimate IPSec eligible workloads?
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Resources

� What are the pre-requisites for zIIP assisted IPSec?
– z/OS 1.8 Communications Server PTF (APAR PK40178)
– z/OS 1.8 PTF (APAR OA20045) (coreq for APAR PK40178)
– System z9 or System z10 with zIIPs
– z/OS CS = GLOBALCONFIG ZIIP IPSECURITY

� z/OS Communications Server 
ibm.com/software/network/commserver/zos/security/

� zIIP page ibm.com/systems/z/ziip/

� Redbooks® – z/OS Network Security
– www.redbooks.ibm.com/redbooks/pdfs/sg247342.pdf

� White paper “Capacity Planning for zIIP-Assisted IPSec”
– ibm.com/support/techdocs/atsmastr.nsf/WebIndex/WP1009

88
– ibm.com/support/docview.wss?rs=852&uid=swg27009459

� Techdocs
– #PRS2745 WSC Experiences with IPSec on the zIIP 

Processor 
– #WP100988 Capacity Planning for zIIP-Assisted IPSec
– #TD103516 Specialty Engine zIIP and zAAP Software 

Update 
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Topics

Resources

� zIIP site

– www.ibm.com/systems/z/ziip/
� Techdocs

– #PRS2668 Data Collection Guide for a zIIP Analysis 

– #PRS2123 WSC experiences with the zIIP Processor 

– #TD103622 Checklist for zAAP or zIIP Trials 

– #TD103516 Specialty Engines zIIP and zAAP Software Update

– #WP100975 zIIP Experience of Running PeopleSoft Online Financials 8.8 with DB2 UDB for z/OS 
version 8 On IBM z9 EC platform

– #FQ115394 Can the IBM System z9 Integrated Information Processors (zIIP) be used with SAP? 

– #WP100836 IBM System z9 zIIP Measurements: SAP OLTP, BI Batch, SAP BW Query, and DB2 Utility 
Workloads

Network Encryption
zIIP Assisted IPSec
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Topics

That’s all folks!

Thanks for your time!

� Exciting announcements to come in 2010 but...

beware of products made in october...!
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Thank 
YouMerci

� � � � � � �

� � � � �� �

� � � �� � � �

Danke
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